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Project Seven

• Title: “Project Seven:  Server02 Resource Access 

Management”

• Points: 30 points

• Due Date: April 22nd by 11:55 pm WebCourses time.

• Objectives: Server02 is the file server on the savn.local

domain. However, since many of you are having memory issues,

we’ll proceed at this point as if Server01 is also a file server and

we’ll do some file management on Server01. We need to

configure the server so that it will optimally perform resource search

access for our clients. This project will focus on Server01.

(Note that my screen shots are showing these activities on

Server02 – I’m not having the same issues many of you are.)

• Deliverables: Screen shots as shown on pages 13, 24.
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Project Seven – Background

• As we covered in the lecture notes on managing folder and file

access and security, Windows Server 2008 provides an

enhanced resource search application knows as Windows

Search Service.

• We will need to install this service as a server role on

Server02, so this is the first step in this project.

• Then we’ll create some folders and files and deal with the

access permission settings for our users in the savn.local

domain.
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Project Seven – Installing Windows Search Service

• Start Server02 running, select Administrative Tools from the

right pane of options and then select Server Manager from the

list of available administrative tools.

• Scroll down the server manager window until you come to the

Roles Summary area and select Add Roles from the options on

the right side of this area. See next page.



CNT 4603: Project Seven Page 5 Dr. Mark Llewellyn ©

Click “Add Roles”
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Click “Next”
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Check “File Services”
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Read this page and especially the 

first two links.

Then click “Next”
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The File Server option will be 

selected by default.  

Check the box for Windows 

Search Service.

Then click “Next”
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Check the box for “Local Disk 

(C:)”.

Then click “Next”
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Click “Install”
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After File Services are 

installed, return to the 

server manager page and 

in the Roles Summary are, 

click on the newly installed 

File Services role
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This is the first part of the 

File Services role 

summary.  Do a screen 

capture of this page.
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Project Seven – Creating and Managing Folders and Files

• As the administrator of Server02 you will create a couple of

files within the administrator documents folder.

• Once done, we’ll modify the file parameters for client

accessibility.

• Create the following two files as the administrator using

Notepad.
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Project Seven – Creating and Managing Folders and Files

Use your initials not mine

Add a bunch of lines below 

here to get the size of the 

file up to >12 KB
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Project Seven – Creating and Managing Folders and Files

Use your initials not mine
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Project Seven – Managing Folders and Files

• Now we’ll compress file1 and encrypt file2.

From the directory 

Administrator/Documents –
right click on file1.txt 

and select Properties
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Project Seven – Managing Folders and Files

Click “Advanced”
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Project Seven – Managing Folders and Files

From the pop-up 

menu, check the box 

for “Compress 

contents to save disk 

space”, then click 

“OK”.

Then back at the 

original dialog box, 

click “Apply”
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Project Seven – Managing Folders and Files

The listing for file1 is 

now shown in blue 

indicating it is in a 

compressed file 

format.
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Project Seven – Creating and Managing Folders and Files

NOTE

If by some chance your server is not defaulting to indicated 

different colors for your various file formats you can 

reconfigure this with the following steps:

1. Click Start and click Control Panel

2. In the Control Panel Home View (not classic view), click 

Appearance and Personalization and click Folder Options. 

(In classic view, double click Folder Options.)

3. Click the View tab.

4. Scroll down the list and click Show encrypted or 

compressed NTFS files in color.

5. Close the Folder Options dialog box and the Control Panel.
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Repeat the process for 

file2, but this time elect to 

encrypt the file rather than 

compress it.

Click OK, then Apply
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You’ll see this warning 

dialog appear since we are 

encrypting a file that is not 

in a folder marked for 

encryption.  For this case, 

select “Encrypt the file 

only”.

Click OK, then Apply
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Returning to the 

Administrator/Documents 

folder notice that both files 

are now highlighted in 

different colors illustrating 

their different properties.

Blue = compressed

Green = encrypted

Do a screen capture of this 

screen as deliverable 2.
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Project Seven – Configuring Folder and File Permissions

• Permissions control access to an object, such as a folder or file.

For example, when you configure a folder so that a domain

local group has access to only read the contents of that folder,

you are configuring permissions.

• At the same time, you are configuring that folder’s discretionary

access control list (DACL) of security descriptors. See the

lecture notes on Managing Folder and File Security for more

details on DACLs and SACLs.

• The NTFS system supports the folder and file permissions as

shown in the table on the next page.
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Project Seven – Configuring Folder and File Permissions
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Project Seven – Configuring Folder and File Permissions

• If none of the Allow or Deny boxes are checked, then the

associated group or user has no access to the folder.

• Also, when a new folder or file is created, it typically inherits

permissions from the parent folder or from the root.

• Finally, if the Deny box is checked, this overrides any other

access. For instance, if an account in a group has Allow

checked for a specific permission, but the group to which the

account belongs has Deny checked - Deny prevails, even for

the account with Allow checked.

• The next page illustrates the security settings dialog box for a

folder I created in the Administrators/Documents folder named

Group 1.
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Project Seven – Configuring Folder and File Permissions

These characteristics 

are basically what is 

defining the DACL.


